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1.1 o 7|2 BE

o dgrep.exe
HA vbscript.dll / output.123910684.txt
37| 215.05 KB (220,214 bytes)

o EtQ | PE32 Windows GUI
MD5 68af0599e74d36bc2f39a2710754082c
SHA-1 c63f22e2d6feecbe9801c76a76f81589bce1b9a3
SHA-256 | d3e4a46b95a3a54c762f0e1696€9167528bd1cf30b190e4893b44f0259e7893¢
EfQJABMI | 2015-10-09 03:43:26 UTC
E2S HEF MS
ZITHH(V3) | Backdoor/Win.Venik.R573655

dgrep.exe(0|st A MHAE) MK 2M Zit EZO|F0L &, #z0o] §AS 71T 4HIFEZ
SOl Ut EDE VirusTotal(OlSt VT) &0 ZA1t 65/71 EHX| B2t pepatch / farfli 2] T 22|
RES =olg = /UAJLCE 24 Al dgrepexe EAHES HMstDn Mo MY E ot= HAZ
THXE o @A AHAET YXLAER 82 SOl XEHHES HESRACL CAC AHLQL AH|
HESA AZO| +=EE[X|= AUKX|TH HLEF QI ¢ A E SICt CAC MH7} AOtCHH
AME HESRA AZ0] =EHE = ULD F7HHQ ofg IS L2 = Ao Y=t Fo|7t
Zastot

4 Z2M2 rundli32.exeE S6if HO|2E DLLE 2E3I0] XIS 2|mtCt
WEE = AHIET} Kt AHE=E HKCUWSoftwareWMicrosoftWWindows
WCurrentVersionWRunWEvtMgr 7| E &S tC}

® 107[]163[.]241[.]198:6520, 107[.]163[.]241[.]197:123542} X|&EXNQl ™H A

o R O AR OIS A7 AKSHO] =7IC)

mujn
o

Ct.
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of elg el Ef
E= P

of X|&d

2]

o d3e4346b5a3aS4CT62I0E169669167528bd 1cTI0b190e4893b44T 02508 T693C

523054 762f00169609167528bd 1c30b19004893 64402550 7893

BEHAVIOR COMMUNITY (3

33t Ao MA 71702 AT F 657H0|A AP = EFX|E|RUCt THE

= trojan, pepatch/farfil Ef10(|0{ I{ 22|

0] = persistence, executes-dropped-file, spreader, self-delete
! MO A, XH7| AFAel HRIE g &= AU

sisience  executes droppedfle  checks-network adapters  spreader  servicescan  checkscpu-name  checks-useringut  calls-wi

LHE

wiseman.exe, jtztn.ttj, vbscript.dll, jckcpgh,exe

http://api.wisemansupport.com/wms/inf.php?pid

admatching.co.kr
107[.]163[.]241[.]198
107[.]163[.]1241[.]1197

Relations

cE¢ 1t

OlA .exe, .dll 59 HAlo| mA0| EEE|

A AZEAE HEKAS o[} 1pel =7t

H[O|X| 3 /17
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3.2 of A
Y SdFEE PE32(32HIE &Y Ihe) OiY= Gui(dsfd) =21

= c++2 QIE|JACt mjZar == | 17+ & AMEE 0|7 MZER
3.039} SVK-Protector v1.112 =QIZ|QUCt EP MMHHO| 7| 2442
2t . mmmymlE HZEE|O Xts AI|HO| SESHX| =Lt Ol A=
H 2MZ Welste WRAE & = UCH

Exeinfo PE - wer.0.0.9.5 by ASL - 1233
Eile :  darep.exe
Entry Point : goo7Dooo oo = EF Section : |-|-||-|-||-|-|
File Offset: 00035C00 FirstBybtes : 60 ES 00 0000
Linker Info :  &,00 SubSystem : M
File Size : 00035C36h = | MET | Owverlay : MO 00000000

Lruage is 32bit executable
|

RES/OWVL: 1/ D %% 2015

Generlc check : EXE STICKER. ( 54 bytes ) like DotFix FakeSigner or PeStubO

Lamer Info - Help Hi —
Big sec. 02 [UFX1 W, try Quick unpack v4.2 - www.AHTeam.org - try RL!del @ o

UPX=

20|}, Hxtoj
2 QIE|n k2t UPX
AlZtSHE Z40] OfL]

AHgE

o

-

Scan ft

2| H HM AT
[1E 2] ExeinfoPE &4 &1
Detect It Easy v3.10 [Windows 10 Version 2009] (x86_64)
molg
i=| CAUsers\admin\Desktop\dgrep\dgrep.exe
me Ere File size
PE32 - 215.05 KiB
[i Jui=-11 L]
B MIME E
Ore
s PACIYSy ST oA 321
0004 (=] 2015-10-09 12:43:26 00074036
e
RS Q1
- PER2
2 Al SH: Windows(95)[1386, 32HI E, GUIL
2I71: Microsoft Linker(5.00.8168)
Z{TIFR!1: Microsoft Visual C/C++(12.00.8168)[C++]
ADY: Cs
2H0I =212 MFC(4.2)
=2 Visual Studio(6.0)
I 2EEL: SUK Protector(1.11)
(Heur) 5% Generic[Unreadable resources]
T3 UPX(3.03)[NRY, brute]
(Heur)TH3: Compressed or packed data[Last section EF = Strange call + Imports like UPX (12.80-3.XX) + Sections like UPX » Sections collision ("UPX")  "pushal’ at EP + High entropy + Section 1 ("UPX1") compressed]

[

M
-

|

12 31 DIE &AM ZAq;
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4. 88 =4
4.1 PE = =¢l

MHE Raw Size Virtual Size H| 2

UPXO0 00000000 00046000 Raw Size@} Virtual Size@| Xt0|7} 222

Ij 40| =[QUACkD EE

UPX1 00034C00 00035000 Raw Size2} Virtual SizeZ7} At

rsrc 00000C00 00001000 2las Moz THhhE

mmmym 00000036 00000036 LEPHO|X| @f2 MHdH

UHOE PE TRE text, rdata, data®t €2 TRE 7HX[1 UL UPXE THZE B2
UPXO, UPXT 22 TXZ 0|RO0X ULk 2 LAoIME mmmymet 22 MMBS Yutxo|x|
Qe MMYO| HQIEYUCE Ol H e ZREEO| o) MBEAS += UD KR}
YOo|2 HPsto AMAS Holjor ALY &= ULt
Virtual Size?Zt Al T O Z2|0A XtX|St= 3 7|0|Ch Raw Sizes AA DO MEE IATE
O|0|BtLY. Virtual Size7t Raw Size HLF X|LHA|A & ZR0|= I{ZO0| =AUt ofde &= U
Ct.

4.2 Import =X

Import TableO|A =tQlE|= DLLI} gt= ST AERE7E OfEH HRE X o5 = U=
BOXtzst 2 £ QCh g CHEe == 9l CHE 241 2 side &= ot

DLL T8 A8 Bk

KERNEL32.DLL o WE/SA/AM, ZEHA A

GDI32.dIl iy =4

SHLWAPI.dII o Fd=, 2Ag A oA Bx 75 M8 7ts

Ws2_32.dll HEXI 4l (C&C MHet 4

4.3 FET F2 EXIE

UHE XS 8 Ug

api.wisemansupport.com C&C Mo =&

RedTom21@HotMail.com S4x ol YR =3

c:Wwiseman.exe o Al 22
cWwindowsWsystem32Wrundll32.exe

cmd.exe /c ping 127.0.0.1 —n 2&%s " %s" 2] A TE A

CreateFile, WriteFile, RegSetValueEx o EF, =3 dX2E: =%

HO|X| 5 /17



MB

5. 38 =4

=
= =

51 ZEMA
m IZZMA SE

E2| TXE Solstn B FHQ AA

Process Explorerg AM&350] HA|ZH T2 M2 49 A
SIGICH TEMA MM SE2 ER| X2 18|

W2 Process MonitorE A%t WXl HZ

i =

explorer.exe
L— dgrep.exe
L— cmd.exe
— Conhost.exe (Bd 258)
— PING.EXE (Self-delete E2{0])
L— qgayhfh.exe X2 =AHR)
L— rundli32.exe (LotL-F4 Z203 ALE)
L— taskkill.exe (attrib.exe T8, 2| FH)

L— Conhost.exe (34 E&3)

AFEX7E H2 oY dgrepexeS AMSIH dgrep.exes cmd.exes MM XH7| ALK HHES

= HHE cmd.exe= PING.EXES AESHO] 2257t CH7|5H0] |2 T2 M ATt
2 &E5t0 Temp 20| M= SAE
AH A

[ IL = o
ME gayhfhexe ZENAE & DYS MNstD Yo =R D24

*Temp E00| YdE A2 MY gayhfhexes O BESH 0|52 Mz WYECHL 5 =
C

2NA HE DjH FEEIC

i Tl e I Process Monitor - Sysintemals: www.sysinternals.com
Find Users Help

) & e by s> i j Fle Et Eent Fiter Took Cptions kelp

T e e e N TN - VAL I T T AP ToW PP

Time of Day Process Name  PID Operation Paih Result

oMK 4

o w/a Hardware Interrupts and... 9 123474, @ dgrep,exe 100 3 Process Start SUCCESS
125K 03 2 123473, @& dgrep.exe 9100 8 Process Create  CHANINDOWSWSysWourGatom dexe SUCCESS

oo Woiicl: 1 5, Bl cmd exe 2100 &, Process Start SUCCESS

e ¢ 281 mcmi.exe 2100 3 Process Create  C:#WINDOWSWSystem32wConhostexe SUCCESS

NG iR ¢ 231 B Conhostexs 1912 I Process Start SUCCESS

ze2ex 008K 748 Windows 518 88 B.. Microsot Corporation Al . (Vented wcro., 2 2348 . 9100 Gy Process Exit SUCCESS

<o 304K ; 932 Usermode Font Drver .. Microsoft Corparation - (v ro.. 2T 1:2348f X 2100 G3 Process Create  CAWINDOWSHSYSWOWBIWRING EXE SUCCESS

07 WMEK  I6SSUK 10520438 § BAR Microsoft Corporation . 2346/ 1 3700 £ Process Start SUCCESS

= {<om  mmomk ok Nz ) i 3700 8 Process Exit SUCCESS

= cexe
@ SecuntyHeaithSysirey.e...

005K 13476 K 6348 Windows Security notifl. Microsoft Corparation . 23499, gl cmdexe 2100 & Process Create C#UserstadmintAppDatatlocalWTempttqyhih,exe SUCCESS
[ procexpbd.exe ;;‘7 s«‘w;:: 1:,2: 6440 Sysinternals Process E.. Sysintemnals =~ www.s.. 2 B & quhih.exe 540 Process Start SUCCESS
o ysegil it 2 1:23501... & quhih.exe 6540  Process Create  cwindowswSy sWOWBAWUNdII 32 exe SUCCESS
b 140 meK  11556K 2 123501, W undliiZexe 11256 G Process Start SUCCESS
= 0% 40K BIAK 28 123 2 quhihexe 6540 G Process Exit SUCCESS
@needgecre 18K 123852K 0004 Microsol Edge Microsoft Corporation A1 (Verified) Micro.., 23 1:23 B cmd.eie 2100 £ Pracess Exit SUCCESS
@ mesdgo.exe ZAMK  10060K 6380 Microsoft Edge Microsoft Corparation . TE i Conhostexe 1912 G Process Exit SOCCESS
G meedge.exe 286K IS0K 2508 Mictosoft Edge Microsolt Corparation - D Micro.. 4., @ undllEZexe 11256 5 Process Create  ctWwindowstéSy s OWBMas kLl exe SUCCESS
& needseexe 1ZEEK  30208K 5276 Microsoft Edan Microsoft Corparation okl oe 10524 B Procees Sfart SuccEss

€ meedge.exe 3068 K 19,342 K 1672 Microsoft Edge. Microsoft Corporation e !
o o et . < : S04.. W faskkillexe 10824 @ Process Creale  CWWINDOWSWSystem32$Conhost exe SUCCESS
" tackioxe <o 780K 3504 66S6 AL 9E . - 10826 Gy Process Start SUCCESS
 conhostexe <o aaax TeK aw0Rg @ AE Microsolt Corparation /77 s o 5. W taskkillexe 10824 G Process Exit SUCCESS
Conhostess 10928 G Process Bt SUCCESS

i Pracess Exit

L o

[Z13 4] Process Explorer ZZMA Eg|

HO|X| 6 /17




XZHOZ dgrep.exe, cmd.exe, gayhfhexee 25 ZTEE|D, HZ2Z|0= rundll32.exeTt HA
EICE HOtAE rundli32exes 4d 252 FAHIF £|0f 2 DLL HO[ZEE Saff o4 A<
£ Ttk

B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

leBLIVFOI& £FANEHR2BE
Time of Day  Process Name PID  Operation Path Result Detail
... & gyhfh.exe 5540 G5 Load Image Crpind o watPs v s O WEI mmaz. dil SUCCESS Image Base: Dx758a0000, Image Size: Ox25000
. B rundll3Zexe 11256 l&‘ Load Image CAFWindowsWSsy s OW SR rundlISZ exe SUCCESS Image Base: 0xd80000, Image Size: 0x12000
. W rundll3Zexe 11256 {f Load Image CrindowstWS ystem32%ntdIl dil SUCCESS Image Base: 0x7fff24de0000, Image Size: 0x267000
.l rundlI3Zexe 11256 1§ Load Image Cofindows RS y oW OW BN tdILdIl SUCCESS Image Base: 0770000, Image Size: Ox1bf000
.l rundlI3Zexe 11256 1§ Load Image Coindowst®S y s tem 32w owed dil SUCCESS Image Base: OxTIfZ4d40000, Image Size: 055000
. W rundli3zZexe 11256 (1‘5 Load Image CwindowsWSystem32¥wowbdbase.dil SUCCESS Image Base: 0x7Hf242e0000, Image Size: Oxb000
. rundlI3Z,exe 11256 15 Load Image CoindowsWE v stem32¥w owBdwin,dll SUCCESS Image Base: DxTHf24a30000, Image Size: 0x5I000
. B rundll3Zexe 11256 l&‘ Load Image CARWindowsWsystem3Z#wowBdcon,dil SUCCESS Image Base: OxFfifZ4d20000, Image Size: 0x15000
. W rundll3Zexe 11256 {f Load Image CrWindowstWS ystem32%wowBdcpu, dil SUCCESS Image Base: 0x777e0000, Image Size: Oxa000
. W rundll3Zexe 11256 {f Load Image CrindowstS ys W OWEkernel32,dIl SUCCESS Image Base: 0x75550000, Image Size: 0xfO000
. 0 rundli3Zexe 11256 ('E, Load Image CEWindows RSy s WOWedRKernelBase dil SUCCESS Image Base: 0x77320000, Image Size: 0x2c8000
. W rundli3zZexe 11256 (1‘5 Load Image CaWindowsWSysWOoWedwapphelp.dil SUCCESS Image Base: 0x74410000, Image Size: Oxae000
. rundlI3Z,exe 11256 15 Load Image CoindowsWE ysWOWEIWAcLayers.dll SUCCESS Image Base: 0x7A0f0000, Image Size: 0x281000
. rundlI3Zexe 11256 1 Load Image CoWindowsWs ysWOW B msycrt dil SUCCESSE Image Base: 0x770c0000, Image Size: Oxc7000
. B rundll3Zexe 11256 l&‘ Load Image CAFWIndowsWSs ysWw OWE4wgdis2 dil SUCCESS Image Base: 0x75700000, Image Size: 0x22000
. W rundll3Zexe 11256 {f Load Image Crindo st S ys W OW B wind2u,dil SUCCESS Image Base: 0x758d0000, Image Size: Ox1a000
.l rundlI3Zexe 11256 1§ Load Image CrindowstRS v e W OW B gdiz2iull dil SUCCESS Image Bage: 0xTYEI0000, Image Size: Oxeb0ld
. W rundli3zZexe 11256 (1‘5 Load Image CoWindowsWS y s WOWEHRmsyop_win.dll SUCCESS Image Base: 0x7S730000, Image Size: 0x85000
. W rundli3Zexe 11256 C{; Load Image CopwindowsWSysWOoWEdwRucribase.dil SUCCESS Image Base: 0x75220000, Image Size: 0x170000
. rundlI3Z,exe 11256 15 Load Image Coindowss ysW OWEIWUseraz.dil SUCCESS Image Base: 0x74c20000, Image Size: Ox1c8000
. B rundll3Zexe 11256 l&‘ Load Image CAFWindowsWSsysWw OWEdwrportd.dil SUCCESS Image Base: 0x7AbBO000, Image Size: Oxbe00O0
. W rundll3Zexe 11256 {f Load Image Crindo st S y s W OW EHImmSZ di| SUCCESS Image Base: 0x758a0000, Image Size: 025000
. 0 rundli3Zexe 11256 ('E, Load Image CEWindows WSy s WOWEHRcombase dil SUCCESS Image Base: 0x75040000, Image Size: 0x292000
n rundll32,exe 11256 CWIndowsHS ysWOWEHHSHC ore, dil SUCCESS Image Base: 0x757c0000, Image Size: Oxd2000
" £ 1 e g enip.an UCCE Image Base: 0x772{0000, Image Size Dx1DDDU

k i,
CrWindows WS SWOWB!IWkErnE\ appcare,dil

2100 l:ﬁ Load Image SUCCESS Image Base: 0x7a6a0000, Image Size: Elx15EIEIEI

B (EXE b} mem-m}e RO e W OWET e e arLdl ee Image Base: 0x7?0c0000, Image Size: Oxc7000
. rondlizZexe 11256 G Load Image CWindows S ysWOWEIWMfcaz,dil SUCCESS Image Base: 0x74390000, Image Size: 0x13c000

. orondlizzexe 11256 G5 Load Image CWindowswSy s WOWEIRoleaut3z,dil SUCCESS Image Base: OXTSES0000, Image Size: 0x3F000
m rn AR ava A15ER 122 | Aad Irmans Co i m A e e S s U RS A2 3T A SHerES S Irsms Rasa: NvTlaannn Imsns Siza: (v 1000

[12] 5] Process Monitor ZEMA 271

5.2 HIX|AEL|

AutorunsE AESIY HX|AEEZl FHo| HY

A gy
Process Monitor2 AF23510] O XA 2SS 0I5t At HSSHQULC

Zt
HA

HKCU#SoftwaretMicrosoft#Windows#CurrentVersion¥Run
EvtMgr
rundli32.exe "[HE HAE2W[EHE L7t =X XML_MemFree

rundll32.exe

ox!
u

oin [ mx [ojn|oln | oo
di | o2t | | Jhu | i
% | 02 | 02

o

=

rundli32= 22X Hot S0|= X|AEE| SF0| 7hasst S AR Sl HKCU S0
EvtMgr2t= 0|20z 7|2 SHRICE EvtMgr2 "Event Manager'2t= O|E8 AMAIF] AtE
X7t o =202 2002 7540 QUCE AT sy 20N AEdIRE M3 0 HdE
NO2 =QIE| AL

A d= WEo 0|52 EEM d-8a 7t% DLL Ho|2E Mde= LF-SHX| 4X[Tt
rundli32.exe ZENAE AHESI0] XML_MemFree2t= =(FHONE AL AS =olg
= QUL

H|0|X| 7 /17



57| 2026_04_13_dgrep after.ses & 2026_04_13_dgrep before.ses

ZN=

= 3@ HECU (313}
=[5 Software {309)

=) Classes (248)

B3 Microsoft (52)

a1

=R ETR

indows (47)

3 Currentversion (473

E

=) ContentDeliveryManager {34)
|=) Explorer (5}

=, F)L GaneDvE ()

B34 2H

]

rE!

=) Run

Ewithigr =

G Buntotification

cifwindowsWSysWOoWEARrundll 32, exe "ci¥locgdzav¥spevve,pyvs”, XML_MemFree”

& w

indows NT (5}

=) Registeredapplications (9
I3 Swstem (4)
@ HKLM (2307)

(23

6] System Explorer #H|X|AEZ| A

A LHA

53 my H

=]
=

[1

3

7] Process Monitor & X|AE

— Hd A
|8 Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Fiter Tools Options Help
ERISFEBCI YFO| &L QANHHRE N
Time 01D, Pracess Name  PID Operation Path Result Detail
2 11183, tomw HKL) a3zn ACCESS DENIED Desired Access: Query Yalue, S
(2% 11163, I ek WKL) 6a32Node SUCCESS accezs: Masimum Allow:
22 118 Wsn: Uv hegciesieley HKLMY SO F T ARE WO Bizztlade WM oot SuccEss foces: Maumum sliow
ix] £13
037 U.Fipgfrpn'rkpy HK\Mwﬂﬂs'rwAﬁswwnwﬁavunnrwmrm-mtrwwHFer\MﬂM ACCESS DEHIED: actoss: Guary
T3 11163, 10376 £l R ACCESS DENIED Desired access: Head/write
1IEE 10376 Eff R | SUCCESS Desired Access: Maximum Allow:
ﬂl’ Regcraatekey HELMWSOFTW AREWWOWE43ZNodeWwMIcrozolt Dezired Access: Maximum Allow:
76 Ll Fogtroainkoy LMW S0 FTWARE W WO EA2Nade W o oo IS W BEH Decirad Access: Maximum Allow:
T T Decired Access: Read/Writs
SUCCESS Decired Access: All Avcass, Dis
REFARSE ed Access Read
£ € d hccess Read, Dispositi
EX if REPARSE Access: Read
= Regereatekey Currentc ccess: Read, Dispositi
£ HKL) hccess: Read
= R ek WKL) i cwTCpip Read,
= Reacrealekey HKLMWSOFT o
= Fiege reateroy MW SO FT o
= (il Reacreatokoy HKLMWSOFT! T
= Fegcreater oy LMW SO T
Fogroatekey HKLMW SOF T ARE P e TonaniA ayload
Reacreatakey HELMmSOETWaREww o CATNads wRal T onan
FRegereatako! HKLM o1t T Payload
Reacreatekey HKL) i a DeHtp!
Regérealakey HKLMW SO FTW AR B WOWE h
Reacreatekey HKLM i a DeHtp
Regtreatek HKLMW SO FTW AR EWWOWE .
Reacreatekey HILM i a beHito
Regereatekey HK LMW S0 F T AR B WOWE : T
Reqcrealekey KLMW SO i
Regereatekey HKLMWSOFT! i
Reacrealekey HKLMW SOFTW ARE TpE
Reacreatel H SoFT o

2l 21

System Explorer®] AW 752 S OHYIE A Mz I MY WS Hmotn
Process Monitor® S C XtAIsH LiSS eFoloteict

m A7 SAE 44

dgrep.exe(¥ = It)0| A3 20 R=P YAl HE EEQ BTEMP% ZE0| X7 X1 &

got FAES G IotRict ojn YdE = |IE2 H:ES 0|52 7tMA EXIE {8
2r=C

B Process Monitor - Sysinternals: www.sysinternals.com

File

Edit Event Filter

Tools  Options

PERIVFOI&I£LA/HER

Help

%N

Process Name  PID Operation Path Result Detail

. & dgrepexe 9100 5 CreateFile  CAWUsersWadmin®Desktopdaren SUCCESS Desired Access:
- & dgrep.exe 100 () CreateFile  CwUserswadmin®wDesk lopsagrepsiragrep.exe SUCCESS Desired Access:
- & dgrep.exe 9100 () CreateFile  CAWUsersWadmin®Desk topidarepidarep exe SUCCESS Desired Access:
2 dgrep.exe 9100 [ CreateFile  CwUserswadmin®wDesk opsagrepsagrep exe SUCCESS Desired Access
. & dgrepexe 5100 () CreateFile  CvUsersWadmin®Desk topsdarenidaren.exe SCCESS Desired Aocess:

Execute/Traverse, Synchronizs, Disposition: Open, Options: Directory, Synchronous
Read Control, Disposition: Open, Options:, Atfributes: n/a, Sharehiode: Read, Delets
Generic Read, Disposition: Cpen, Options: Synchronous 10 Non=Alert, Non-Directory
Generic Read, Disposition: Open, Options: Synchronous 10 Non-Alert, Non-Directory
Generic Read, Disposition: Gpen, Options: Synchronous 10 Non-Alert, Non-Directory

- ereD EXe

100 i@ Createfile

ot

PATH NOT FOL,

eskiopi:
S,

exe.mun

Desired Access:

, Disposition: Open, Options: 10
Synchranize, Disposition: Open, Opfians: Synchronaus 10
fonOpen, Options: Synchronous 10 Non-Alert, Non-Directory
Genatic vt Read Atiibu els, Disposition: Overwritelf, Options: Synchranous 10 N

Fead Data/List Directory,

Open Reparse Point, Attributes: n/a, S
Open Reparse Point, Attributes: n/a, S
Open, Opiians: Direcory, Synchronous
Open Reparse Point, Attributes: n/a, S
Open Reparse Paint, Attributes: n/a, S
FRead Data/List Dirsctory, Synchronize, Disposition: Open, Options: Directory, Synct
Read Date/List Directory, Synchronize, Disposition: Open, Options: Directory, Synct
FRiead Data/List Directory, Synchronize, Disposition: Open, Options: Directory, Synct
Read Data/List Directory, Synchronize, Disposition: Open, Optiens: Directory, Synct
FRead Attributes, Disposition: Open, Options: Open Reparse Point, Attributes: nfa, S
Read Data/List Directory, Synchronize, Disposition: Open, Optiens: Directory, Synct
Read Atirbutes, Disposition: Open, Opfions: Open Reparse Point, Aliributes: n/a, S

Open, Options:
Raad Ailibwes, Disposition: Onen, Opians
Execute/Traverss, Synchronize, Dispositior:
Read Attributes, Disposition: Open, Options:
Read Atirbutes, Disposition: Open, Opfions:

T
23 1, ssterle PATH NOT FOL Desired Access: Read
23 1 5 en
23 1f. P dareeve 100 2 CreataFile  C¥UseratadninApaDalzkLacal Tompvayhin sve SUCCESS Desired Access:
=5 1] g agrep.exe 9100 WriteFile  CwUsersWadminivAppDatawLocalwTempsrquhin. xe SOCCESS Offset  Lengtn: 2214, Pty o
28 il aarpae S Hrierle __Cosarsaaminw gpDateac i Tenpg success offset EZ213 Length 429
E g i o WO
23 1., F darepexe FI00 2 CreateFle  GfloeroWadmin®Deskiopagrentomd oxe WAME NOT FOL, Desired Access
23 12 g cmd.exe 2100 () CreateFile  CwUserswadminwDesk opsagrep SUCCESS Desired Access:
2 1. g Conhostexe 1912 () CreateFile  CéWUisersWadmin®Desktopdarepstomd exe NAME NOT FOU., Desired Access.
2 1, g cmd,exe 2100 () CreateFile  C#serswadminwDeskloptdgrep SUCCESS Desired Access
28 1. g omd.oxe 2100 () CreateFils SUCCESS Desired Access:
2 1., g cmdexe 7100 () CreateFile  Clsers SUCCESS Desired Access
2H 1. g cmd.exe 2100 () CreateFile  CWUserstwadmin SUCCESS Desired Access
28 1., B emdexe 2100 () CreateFile  CwUserswadmin®Deskton SUCCESS Desired Access:
23 1. g cmd.exe 2100 () CreateFile  CWUserstadmin®Desk opsdgrep SUCCESS Desired Access
28 1., B emdexe 2100 () CreateFile  CWUserswadmin®Desktopdarep SUCCESS Desired Access:
23 1. g cmd.exe 2100 ) CreateFile  CwUserswadminwDesk opsagrep SOCCESS Desired Access
28 1., 0 PINGEXE 3700 () CreateFile  CWUserswadmin®Desktopdgrep SUCCESS Desired Access:

(12

Exzcute/Traverse, Synchronize, Disposition: Open, Options: Directory, Synchronout

8] Process Monitor X}7+=X|
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=t = admin {1242
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=t =0 De=s=ktap
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=7 darep.exe
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[O13 9] System Explorer HO|2E E& A
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HOo|EE
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X
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LH AL
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¥ Process Monitor - Sysinternals: www.sysinternals.com
Flle Edit Event Fiter Tools Options Help
F [
PRCIVFO &, BR2EE
Pracess Name PID  Operation Path Detail
28 1. & qyhfhexe 6540 (75 CreateFile CHL atatfLocalWT exe ir Read Control, Dizposition: ©pen, Options: , Attributes: n/a, ShareMode: Read, De
2 & qyhfhexe 5540 (| CreateFi CHU. atat¥localT .exe Generic Read, Disposition: ©pen, Options: Synchronous I3 Non-Alert, Non-Direc!
2 & qyhfhexe 5540 () CreatsFile CaU. atat¥localT .exe Desired Access: Generic Read, Disposition: Gpen, Options: Synchronous 16 Non-Alert, Non-Direct
= F qyhinexe 6540 (5 CrealeFile  C47l atatLocaltT: oo Desired Access: Generic Read, Dispasition: Open, Options: Synchranaus 10 Non-Aleri, Non-Direct
= F qyhinexe 6500 () CrealeFile  Ctirllserstadminti/AppDatatiLocaltTempshFC42DLL Desired Access: Read Atfributes, Dispasition: Open, Oplions: Open Reparse Poin’, Affributes: nfa
2 & gyhfhexe B540 CreateFile CHUsersWadminwhesklopWdgreptwdarep exe Desired Access: Read Attributes, Delete, Disposition: Open, Options: Non-Directery File, Open Re
z & gyhfhexe B340 CreateFile CU: mun Desired Access: Read DatasList Directery, Synehronize, Disposition: Open, Options: Synchronous
2 & qyhfhexe B540 CreateFile CHRU: atarL mun Desired Access: Read Data/List Directery, Synchronize, Disposition: Open, Options: Synchronous
2 .. & ayhfhexe 6540 CreateFile CHPWiseman.exe Desired Access: Read Attributes, Disposition: Open, Options: Open Reparse Point, Attributes: n/s
2F peegEy . FESTER PSS DENED DS eI, HERm T FTTETT - OUons:
2 « @ ayhfhexe 6540 CreateFile Digmrek ACCESS DENIED Desired Access: Read Da(a/LIS( Directary, Svr\chmmze Disposition: Create, Dptions: Directory, S
2 « @ ayhfhexe 6540 CreatsFile Cittgmrek SUCCESS Desired Access: Read Data/List Dirsctory, Synchrumze Dwsuuswlmn Create, Dptions: Directory, §
2 & qyhfhexe 6540 CreateFile Cigmrek SUCCESS Desired Access: Write Attributes, Options: 10 Non—
2 & gyhfhexe 6580 ) CreateFile Ctgmrekittvptym.pyy SUCCESS Desired Access: Generic Write, Fead Attibutes, D\spusmun Overwme\f Oplons: Synchronous I¢
2 & qyhfhexe B580 () WriteFi Ctgmrekitty ptym, pyv SUCCESS Offset 0, Length: 54,176, Priority: Normal
2 & qyhfhexe 5540 Ctgmrekitty ptym.p SUCCESS Offset: 0, Length: 2, Priority: Normal
2 rundll3Zexe 11256 () CreateFile cwu;erswsdmmwnesklandgrep SUCCESS Desired Access: Execute/Traverse, Synchronize, Disposition: Open, Options| Dirsctory, Synchran
2 3 . T " { Attributes: n/s
= rndii3zexs 11256 o) CresteFile  CAgmrektwypiym,pyy success Desired Access: Generic fisad/Execute, Disposition: Open, Options: Synchronous 10 Non-Alert, N
2 rundli3Z,exe 11256 CreateFile Cagmrek¥yptym,pyv, 123 Manifest MAME NOT FOU,, Desired Access: Generic Read/Execute, Dispesition: Open, Options: Synchronous 10 Non=alert, N
2 rundli3Z,exe 11256 CreateFile Cagmrek#yptym,pyy SUCCESS Degired Access: Generic Read/Execute, Disposition: Open, Options: Synchronous 1O Non-Alert, W
z rundli3Z,exe 11256 CreateFile Cagmrek¥yptym,pyv, 124 Manifest NAME NOT FOU,, Desired Access: Generic Read/Execute, Dispesition: Open, Options: Synchronous 1O Mon=4lert, ¥
2 rundli3z,exe 11256 CreateFile Cgmrekyptym,pyy SUCCESS Desired Access: Generic Read/Executs, Disposition: Open, Options: Synchronous 10 Non-Alert N
2 rundll3z.exe 11256 CreateFile Cigmrekyptym.pyy. 2 Manifest NAME NOT FOU.., Desirad Access: Generic Read/Executs, Dispasition: Open, Options: Synchronous 10 Non-Alert, N
2 rundll3z.exe 11256 CreateFile Cgmreksypiym,pyy SUCCESS Desired Access: Read Attributes, Disposition: Open, Options: Open Reparse Point, Attributas: nda
2 rundll32.exe 11256 CreatsFile Cittgmrek#yptym,pyy SUCCESS Desired Access: Read Data/List Dirsctory, Executs/Traverse, Synchronizs, Disposition: Open, Op
2F rundli32.exe 11256 WriteFile C¥amrektvotem. ovy SUCCESS Offset 0. Lenath: 65.536. /0 Flags: Non-cached. Paaina /0. Swnchronous Paaina 1/0. Priority: Nor

[J1& 10] Process Monitor TItA| &=
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2 1., @ gyhfh.exe 6540 (& Createfile  CwU atatLoc ol T exe SUCCESS Desired Access: Generic Read, Disposition: Open, Options: Synchronaus 10 |

2 1., @ qyhfhexe 6540 (75 CreateFile ol atsftLocal#Te exe SUCCESS Desired Access: Generic Read, Disposition: Open, Options: Synchronaus 10 |

@ o ” a T &N Reparse

2H 1§, @ gyhfh.exe 6540 () CreateFile  CHUsersWadmintDesktoptWdgreptdarep.exe SUCCESS Desired Access: Read Attributes, Delete, Disposition: Open, Options: Non-Din

2F1 F qyhfh.exe E840 [+ CreateFile . atatle mun PATH NOT FOL,, Desired Access: Read Data/List Directory, Synehroniz D\SDDSH\DH ODEH, =]

s b " " Er\, [+]

2H 1., @ qyhfhexe B540 (75 CreateFile  C:wiseman.exe NAME NOT FOL.,, Desired Access: Read Aftributes, Disposition: Open, Ophuns Open H

2H 1., & ayhfhexe £540 [ CreateFile CHwiseman exe ACCESS DENIED Desired Access: Generic Write, Read Attributes, Disposition. OVEIWMEI' ODﬂ

2 1. @ avhfh.exe 6540 [ CreateFile Disrgmrek ACCESS DENIED Desired Access: Read Data/List Directory, Synchronize, Disposition: Create, 1

2 1., & qyhfh.exe 6540 (1, CreateFile  C:wgmrek SUCCESS Desired Access: Read DatadList Directary, Synchronize, Disposition: Create, 1

271 = gyhfh.exe E540 1) CreateFile Crrgmrek SUCCESS Desired Access: Write Attributes, Synehronize, Disposition: Open, Options: S

2H 1. @ qyhfh.exe 6540 () CreateFile  C:amrekWvptym.pyv SUCCESS Desired Access: Generic Write, Read Attributes, Disposition: Overwritelf, Opti

2 1., @ qyhfh.exe 6540 73] WriteFile Ctgmre kivp tym, pyv SUCCESS Offset 0, Length: 64,175, Priority: Normal

2 1. & ayhfh.exe BS540 15 writeFile Cgmrek¥yptym.pyy SUCCESS Offset 0, Length: 2, Priority: Normal

2 1., @ rondli3exe 11256 (@ CreateFile  CawlsersWadmintDeskiopitdgrep SUCCESS Desired Access: Execute/Traverse, Synchronize, Disposition: Open, Options:

2H 1., w rundli3Zexs 11256 () CreateFile  C:gmrekivptym,pyv,manifest MAWE NOT FOU,, Desired Access: Riead Attributes, Disposition: Open, Options: Open Reparse

DFE 1., o rundll32.exe 11256 [ CreateFile Cirgmrekvptym.pyy SUCCESS Desired Access: Generic Read/Execute, Disposition: Open, Options: Synchro

2T 1. 0 wndll3exe 11256 (& CreateFile  CavgmrekWvptym.pyv.123Manifest NAME NOT FOU.., Desired Access: Generic Read/Execute, Disposition: Open, Options: Synchro

2H 1w, w0 rundll32exe 11256 ) CreateFile Cigmrekivptympyy SUCCESS Desired Access: Generic Read/Execute, Disposition: Open, Options: Synchro

DFE 1., o rundll32.exe 11256 [ CreateFile CiergmreksPvptym.pyy. 124 Manifest NAME NOT FOU,., Desired Access: Generic Read/Executs, Disposition: Open, Options: Synchro

21 " rundli3Zexe 11256 ) CresteFils  C:tgmrekivptym,pyv SUCCESS Desired Access: Generic Read/Execute, Disposition: Open, Options: Synchro

271 ' rundll32.exe 11256 () CreateFile Cgmrektvptympyy, 2 Manifest NAME NOT FOU,, Desired Access: Generic Read/Execute, Disposition: Open, Options: Synchro

2 1., @ rundii3exe 11256 fa CreateFile  CowgmrekSvptym.pyy SUCCESS Desired Access: Read Attributas, Disposition: Open, Options: Open Reparse

2H 1 crundli3zexe 11256 () CresteFils  C:tgmrekivptym, pyv SUCCESS Desired Access: Read Data/List Directary, Executs/Traverse, Synchronize, D

271 ' rundll32.exe 11256 (7 WriteFile CHFgmrekyptym,pyy SUCCESS Offset 0, Length: 65,536, /0 Flags: Non-cached, Paging /0, Synchronous Pa

2 1. @ rwndll3exe 11256 (& CreateFile  CAvgmrekWMFCAZDLL NAME NOT FOU.., Desired Access: Read Attributes, Disposition: Open, Opfions: Open Reparse

2F 1, @ rundll32exe 11256 () CreateFile Cogmre kb SV CRE0,dII M&ME NOT FOU,,, Desired Access: Read Attributes, Disposition: Open, Options: Open Reparse

23 1:. W rundll32exe 11256 () CreateFile Cirgmrekvptym.pyy SUCCESS Desired Access: Read Contral, Disposition: Open, Options: , Attributes: nfa, €

2 1. 0 wndll3exe 11256 (& CreateFile  CowgmrekWReadhe, bt NAME NOT FOU.., Desired Access: Read Attributes, Disposition: Open, Opfions: Open Reparse

28 1w, 0 rundll3Zexe 11256 () CreateFile CrgmrekReadMe, tat SUCCESS Desired Access: Generic Write, Read Attributes, Disposition: Openlf, Options:

DFE 1., o rundll32exe 11256 [ CreateFile Ciwiseman axe NAME NOT FOU.., Desired Access: Read Attributss, Disposition: Open, Options: Open Reparse

2 1. @ wndliFexe 11256 (@ CreateFile  Cifstow.exe NAME NOT FOU... Desired Access: Riead Attributes, Disposition: Open, Opfions: Open Reparse

2 11l LS LERIEE S e G S S8 SN DSOS LCCESS Reslied

2% 1§\ Conhostexe 10928 () CreateFile Cilsersadmin®DesktopPdgreptaskkill.axe NAME NOT FOU.., Desired Access:

2 rundll32,exe 112,,, [ CreateFile C: i ocalWTe exe SUCCESS Desired Access: Read Allrlhules, Delete, Dlspns p

2 I rundlI32.exe 11256 () CreateFile CoFgmrekyptym.pyy SUCCESS Desired Access: FEES.G Attributes, Disposition: Open, Options: Open Reflarse

@ TEDHeProgram P TERE O FOT ST y

L - rundll32 exe 11256 }E‘]Crsa‘eFHE o SUCCESS Desired Accese: Flasd Data/List D\rel:mry, Synchmmzs Disposition: Open, O

& ' rundll32.exe 11256 ) CreateFile CHConfig,Msi ACCESS DENIED Desired Access: Read Data/List Directory, Synehronize, Disposition: Open, O

s I rundll32.exe 11256 [ CreateFile C#Documents and Settings ACCESS DENIED Desired &ccess: Read Data/list Directory, Synchronize, Disposition: Open, O

=y ==
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=t =y =dmin {1243
=y AppData (1252
Lt
=h- =) dgarep
=1 darep.ex=

=t =5 locgd=zau {22
=1 RPeasdrde =t

A8 1] @2 % SAE AH
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U311 2308 (A3 200 (3302 0 AL 3 213132 L2108 (3 (3050 (3 02021 2133 2

st 3
Cmzarswan User REpARSE Beaires Ackers. Rees borcAIet Dieciory, Somcheontee, Dpoaison. Gpan. Optons. Deeclory. Symchwonoos 15 RorcAler, ARMGSlRs. nre, Shoreiinee. Reca, Wi, Dot

[23 13] rundli32.exe It B2 23

I O|X] 10 / 17



5.4 HESI3

HERZ 240 M= CurrPortsZ Of
SmartSniff2 AX EA LS =9l
O XtAMIS| =I5t

MSH=X| ol
ireshark2 O{HH ArZOIX]|

-‘?i e
I-tl
||11

- mlru
OHﬂ
ot
2
%
)

H olm

m EAOfA ol

o T -
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107[]163[.]241[.]198:6520 (TCP), 107[.]163[.]241[]197:12354 (TCP)Q} EAIS A|Est¥ T A £
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[EbackgroundTa 56 443 https CWWINDOWSWsystem 3 2wbackgroundTaskk
[backgroundTa... 7856 443 hitps. 223-208-27.92.d.. CWWINDOWS Waystem 2 WhbackgroundTaski
[EbackgroundTa... 9088 443 https CMWINDOWS Wsystern 3 2WhackgroundTaskh
[=backgroundTa... 9088 aa3 https CHWINDOWSWaystem32whackgroundTasks
Ebackgroundta... 7872 443 hitps CWWINDOWSWaystemm3 2whackgroundTaskk
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[EbackgroundTa 4 192168.5128 80 hitp 162 42,6 CWWINDOWS Wsystemn 3 2WhackgroundTaskh
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