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A3 F25 5562 0GoM 7 16a 1 30T12s T e O 5 5 [T S e S A 074 TOSIEK 378184 K SZIEWiNGEHEIEIAD) Microsoft Corporation  A|AHO| £EE . (Verified) Micro,.
Snvmim i waamy o | somenon T = -
:: ;: ZE:::;ZZ ;;; ;:Z i;z i: ;z; ;ﬁ ;;z ;; Zl;;; zz E ‘R'?i; :‘_)‘ <?Ef‘d§°xsrlg’”@“")”f‘?all e procexpi.ese 287 256K S3368K 4052 Sysintemals Process E.. Sysinternals - www.s.. AIZH0] . (Verified) icr,.
’ outrTnloshowhonlomat Fons @R eports exe <o EEVTS 22028 K 7688 CumPorts HirSott Nag (veritied) Nir 5.
€00 EPHCRRELRED) SRS TTAETART) AT ITEL L7 S e @, #n4d0daDiBedcd3adE 1150 TBTEK  SOK  BAE A=) NUEEEERS
63 27.264788500 192.168.136.128 207.244.229.77 STP 299 C: DATA fragment, 236 bytes
64 27.265146500 192.168.136.128 207.244.229.77 suTP 708 C: DATA fragnent, 654 bytes

)
> Ethernet II, Src: Viware a5:47:57 (@0:0C:29:a5:47:57), Dst: WM ' @0 34 cb fe 40 00 50 06 00 0 <@ a3 83 82 do 5T 4@
- T e T 70 @1 A f= A0 SA Gh AR A 3 0A OA AA AR RA A7 n.-. P

> Frame 29: Packet, 66 bytes on wire (528 bits), 66 bytes captur H @0 50 56 €2 29 5b @0 6c 29 a5 47 57 @5 @@ 45 00 PV

O 7 wireshark Ethemet0SHQNP3.pcapng T2L: 106 74 EAIS: 16(15.1%) - £22: 0(0.0%)|| S22: Default . |CPU Usage: 13.37%  Commit Charge: 18:62% Processes: 129 Physical Usage: 26.64%
R—=— ERES x o+ R~
| x & @ @V;‘B;L;h GE. | ‘ = T ¢ Q> oyd3acs » obdac AM a
EETTS D=4, DEES EEIE ERE. =EEs 2x3=s 23= axsr=0E z=
0, 430d0d2018c.. 8472 TCP 50942 192.168.136.1...| 80 http ip-api.com tw\‘ @ yz s % O B ® W @ 4% 52
O, dadd0dalifBe.. 8472 TCP 50943 192.168.136.1...| 25 smip 7 mailonionmailorg % c#l - . =
@chomeexe 8916 TCR 64224 162.168.136.1 1... ta-in-f188.16100. C# as 2 7
@chomesxe 4972 UDP 5353 0000 c# sz
@ chomeexe 8916 UDP 5353 0.0.00 cwl [ [ EEE] ‘ i
G chomeexe 8916 UDP 5353 g c# 6, 424d0da0fac4cd9a4617815017552134... 1.024K8
@chromeere 072 UDP 5353 = W) 7168663 19794cfbdd6000201 096336 951K8
Dpocexpslee 4002 TP 50041 102.168.1361.. 443 hitps 315488133 138385434bcg. % cH —— )
@ System sz TP 13 epmap 0000 0000 3 945642272819
@ System ) e 139 netbios-s.. 192.168.136.1 0000 2 4 oeee Ib7adf10d8Ta6c3doct
@ System Si24 TP 5040 0000 0000 3
@ System 86 TP 49664 0000 0000 P 3 24 ) 200ab3f5958579c 1 20b28776869¢798.
9 Suden, L —id 0000 0000 2 W AT (&) 807d3cfc2030%224473101cb2acsa8016
55 742 BET ZE, 5 Remote Connections, 17§ A S NirSoft Freeware. hitp:/iwww.nirsoft.net 1HEE VKBS A% 00Me EQ
[38 4. CurrPorts-Wireshark2 C2 E4l1} HE {8 E &olst= 11
o C d
5. 483 4
=
51 d3E M Q0F
24 4 CEaN.exe(AgentTesla AY, VirusTotal 54/69 EX|)= EZO0|SORAEZAEH(HE EFY
AYIE) FHU2E, VMware 7| A2| SHOM EASHAULCE
CEaN.exe= .NET A€ HEdIRER, B#F WAt Otl NET W& LH-USHIES 57 oA &
got= 7IB)2 A HOolZEd 7Is =M)E =7 GEIC e AZ (S ef=stE o
ZES HEZM F@ots )2 O|FA XX HUASLE, mal_unpack( 22| BZ 7|8t ALHZ =
Tz g8 EXAES HESIAUCL o7 = ofek2tE| MHE|A = A EHFLE YT 2X
af ot=0-Z=0] 2[aAT7F 2HQIL|0], SOHAOF AFEALE 2l F&o| 2HE UL
2 AOlE AR Z2AHA QO] A7| AfalE A4 Z2MAZ XA 2ME SHAIZICHNET &

m

Jor o o2

>

FYol 220N HOZES TINStE F1=2, A3 7|8 Wil AMS ojnsts 2at7b /UL,

o

A2 %APPDATA%\Roaming\JVKPZv.exeZ SAISH] s.HA|AEHL.ZZ) £H2
9l

2 SE% 5| Heu.\Run 7|0 Powershell A% 222 SE3 Mot X5 HuRs
£ X&M2 ABICHHY ETE AFOE Lot 7|)

0|0 EE2t2X(Chrome-Edge &) VPN-FTP- ¥ S2| XAIAZTHS S =
ot Windows A AZHINX| +=&5lL, ip-api[.]comL 2 22X 2tF {FE &S 7|, =8 =&
onionmail[.]JorgE® HE SMTPE &ofl RFEoICL MY ©E etx SEIX =l AN FE2 2S5

SFRALY.

=4 20E HE22 mAYXAELHESRI HHXEIOOE Flotd, 0|5
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X
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HFEI© 2, Short 2
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"
sl

Z21t2 ™|
EE FJEDNS ZO|SMTP & & Ct

alert tcp $HOME _NET any -> $EXTERNAL_NET 80 (msg:"[AgentTesla] ip-api reconnaissance

SFRILE.

i

ok
LS

hosting"; http_uri; nocase;

) ; content:"/line/?fields

to_server

request"; flow:established,

sid:1000007; rev:1;)

CHEMOZ sid:1000007 &2 CEaN.exeZ| ip-api[.]comd}

($EXTERNAL_NET) 801 =

EoM 25

= =

NET)S| 2
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SEI0|HE MY Hsto 2 Jh= TiZI0E HAR| &
content:"/line/?fields=hosting" 22, http_uri &M |
SIS ZARITE nocase= ChASAS TESIX| 20 L3812 YX|SHC

H 6. 2%t Snort EfX| E B2

sid X chd B?x XH

1000001 CQEE MH)IP 4 onionmail & IP 33(5[.]189[.]1162[.]105 /
207[]244[]229[177 / 173[.]249[.]33[.]206)

1000004 QF SMTP ORHZE 25 ZLEZ Li7h= SMTP &2

1000005 ofd =ojel DNS Eo onionmail

1000006 ot =@l DNS O ip-api

1000007 =4 28 ZE HTTP URI THE /line/?fields=hosting

1000008 SMTP 2l F4 MAIL FROM + sendboxorigin@onionmail[.Jorg
1000009 SMTP =4 F4 RCPT TO + originlogbox@onionmail[.Jorg
1000010 7= 0 M= o Subject: PW_

1000011 LE ERKASTHA|AHYH) Username: + Computer Name: + OSFullName:

*C AtMist EHXE2 B MBSt T od3E 24 H1AM [CEaN.exe (AgentTesla)] J &2 20 7|&
o ULt

6.2 45 1™
EIX| AZS 1S M2 XSl AULY,

@ BASE CHA|RE =H| - XAMPPE A3l Apache?t MySQLS
7

SEAIZ|2, 3 B2t X0 A
localhost/based| &38| BASE CHA|EEV HAMAXMOZ HE|l= HS

@ Snort IDS 2E H¥ - Snort AX| ELE O|S3H snort -WE WAHY HEXT QAHHOAE &

_

OISt T, snort -c C:\Snort\etc\snort.conf -i 4 -k none BEHOZ SnortE IDS ZEZE MSISULCE.

® HA2EEE =4 HE - BX| 52 A| E MUK &8 ZH QK| #+2317| {6, Ao 2HE
of Mot mo|=2tQl ™A = (alert icmp any any -> any any (msg:"ICMP test ping detected";
sid:1000099; rev:1;))E SF2| HA ZES WX HASIGUCE M EO|I20|A ping 8.8.8.82 &

ok 5, Snort E{O1ES] MA|Zt 29 BASE MES 2HOISHILCE

—

@ AEIE MY - E A5S Qo AdEYIEE HASHALCE
® X Zu &l - AEIAE Ml £ Snort EOIZ0| HAIZH 271 ZHE[LD BASE LHA|EE0 =
FYHoz ML= AS =ASHAUCE ip-api FE(sid:1000007), 4 =02l DNS Ho|

A
(sid:1000005-1000006), SMTP ‘& 4l.4=41 3=4x(sid:1000008-1000009), +& &&=(sid:1000011) 50| &

=
X Elof, SEEH FEMNA 4d Aol 2 BHAZ 2de 20 ZAES d3oHUACt
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C:\Snort\bin>snort -W

—%> Snort! <*-

Version 2.9.2.3-0DBC-MySQL-WIN32 GRE (Build 205)

By Martin Roesch & The Snort Team: http://www.snort.org/snort/snort—team
Copyright (C) 1998-2012 Sourcefire, Inc., et al.

Using PCRE version: £8.10 2010-86-25

Using ZLIB version: 1.2.3

Index Physical Address IP Address Device Name Description

00:00:00:00:00:00 disabled \Device\NPF_{14E@3716-210B-UBT7-A752-U412DEFD6B57U}

AN Miniport (Network Monitor)

2 00:00:00:00:00:00 disabled \Device\NPF_{@91DF9BC-91D7-LUE9E-B26E-5CD83EE8QTTT}
AN Miniport (IPv6)

3 ©00:00:00:00:00:00 disabled \Device\NPF_{2DFDFEC2-0B89-LE65-836C-B5EFB7312C3C}
AN Miniport (IP)

4 ©90:0C:29:9C:24:UD 192.168.136.1u5 \Device\NPF_{6UE99978-6FB8-4903-A221-010FA68F5FTL} I
ntel(R) 8257UL Gigabit Network Connection

5 00:00:00:00:00:00 disabled \Device\NPF_Loopback Adapter for loopback traffic c
apture

C:\Snort\bin>snort -i U -c C:\Snort\etc\snort.conf -k none

[A3 5. Snort IDS RE M3SI= $1H)

Preprocessor Object: SF_DCERPC2 Version 1.8 <Build 3>
Commencing packet processing (pid=6188)
86/21-15:35:27.606100 [#*] [1:9999999:1] TEST — ICMP detected pipeline check [#%] [Priority: {ICMP} 192.168.136.145 —> 192.168.136.
©06/21-15:3. 450705 :9999999:1] TEST - ICMP detected pipeline check [**] [Priority: {ICMP} 192.168.136.145 -> 8.8.8.8
06/21-15:3 492477 :9999999:1] TEST — ICMP detected pipeline check [**] [Priority: {ICMP} 8.8.8.8 —> 192.168.136.
©06/21-15:35:59. 461849 :9999999:1] TEST - ICMP detected pipeline check [*x] [Priority: {ICMP} 192.168.136.145 -> 8.8.8.8
06/21-15:3 .493612 :9999999:1] TEST - ICMP detected pipeline check [**] [Priority: {ICMP} 8.8.8.8 —> 192.168.136.145
86/21-15:36:00. 475800 :9999999:1] TEST - ICMP detected pipeline check [#%] [Priority: {ICMP} 192.168.136.145 —> 8.8.8.8
06/21-15:36:00.509253 :9999999:1] TEST - ICMP detected pipeline check [**] [Priority: {ICMP} 8.8.8.8 —> 192.168.136.145
86/21-15:3 .481212 :9999999:1] TEST - ICMP detected pipeline check [#*] [Priority: {ICMP} 192.168.136.145 —> 8.8.8.8
©06/21-15: 3 .516064 :9999999:1] TEST - ICMP detected pipeline check [**] [Priority: {ICMP} 8.8.8.8 -> 192.168.136.145
06/21-15:3 . 771573 :1000007:1] [AgentTesla] ip-api reconnaissance request [*+] [Priority: 8] {TCP} 192.168.136.1u5:64810 -> 208.95.112.1:80
06/21-15:36:50.903557 :1000004:1] [AgentTesla] outbound SMTP(25) traffic [#*] [Priority: ©] {TCP} 192.168.136.145:63786 —> 152.53.162.126:25
06/21-15:3 924772 :9999999:1] TEST - ICMP detected pipeline check [##] [Priority: @] {ICMP} 192.168.136.145 —> 192.168.136.2
86/21-15:36:51.133974 :1600004:1] [AgentTesla] outbound SMTP(25) traffic [#*] [Priority: 8] {TCP} 192.168.136.1u5:63786 -> 152.53.162.126:25
06/21-15:36:51.872787 :1000004:1] [AgentTesla] outbound SMTP(25) traffic [#*] [Priority: ©] {TCP} 192.168.136.145:63786 —> 152.53.162.126:25
86/21-15:36:52.108360 :1000008:1] [AgentTesla] SMTP sender address [#*] [Priority: 8] {TCP} 192.168.136.1u45:63786 —> 152.53.162.126:25
06/21-15:3 .108360 :1000004:1] [AgentTesla] outbound SMTP(25) traffic [#*] [Priority: @] {TCP} 192.168.136.145:63786 —> 152.53.162.126:25
06/21-15:3 .362799 :1000009:1] [AgentTesla] SMTP recipient address [**] [Priority: @] {TCP} 192.168.136.1u5:63786 —> 152.53.162.126:25
©06/21-15:36:52.362799 :1000004:1] [AgentTeslal outbound SMTP(25) traffic [#*] [Priority: @] {TCP} 192.168.136.145:63786 152.53.162.126:
06/21-15:3 .638422 :1000004:1] [AgentTeslal outbound SMTP(25) traffic [#*] [Priority: @] {TCP} 192.168.136.145:63786 —> 152.53.162.126:
06/21-15: 3 888103 :1000010:1] [AgentTesla] SMTP mail subject pattern [#x] [Priority: 8] {TCP} 192.168.136.145:63786 -> 152.53.162.126:
06/21-15: 3 .888103 :1000004:1] [AgentTesla] outbound SMTP(25) traffic [#*] [Priority: ©] {TCP} 192.168.136.145:63786 —> 152.53.162.126:
86/21-15:36:52.888797 :1000011:1] [AgentTesla] DATA body exfiltration [#*] [Priority: 8] {TCP} 192.168.136.145:63786 -> 152.53.162.126:25
06/21-15:3 .888797 :1000004:1] [AgentTesla] outbound SMTP(25) traffic [+x iori 1 {TCP} 192.168.136.145:63786 —> 152.53.162.126:
©6/21-15:36:52.889162 :1000004:1] [AgentTeslal outbound SMTP(25) traffic [#x] iori {TCP} 192.168.136.145:63786 -> 152.53.162.126:
06/21-15:36:52.889514 :1000004:1] [AgentTesla] outbound SMTP(25) traffic [#x] iority: {TCP} 192.168.136.145:63786 —> 152.53.162.126:
06/21-15:3 .732003 :1000004:1] [AgentTeslal outbound SMTP(25) traffic [#x] iori {TCP} 192.168.136.145:63786 152.53.162.126:
06/21-15:3 .933257 :1000804:1] [AgentTesla] outbound SMTP(25) traffic [#x] iori {TCP} 192.168.136.1U5:63786 —> 152.53.162.126:
06/21-15:3 .168943 :1000004:1] [AgentTeslal outbound SMTP(25) traffic [#+] iori {TCP} 192.168.136.1U5:63786 —> 152.53.162.126:
86/21-15:38:31.171178 :1000000:1] [AgentTesla] outbound SMTP(25) traffic [#*] [Priority: 8] {TCP} 192.168.136.1u5:63786 -> 152.53.162.126:
86/21-15:3 .831353 :9999999:1] TEST - ICMP detected pipeline check [*x] [Priority: 8] {ICMP} 192.168.136.145 —> 192.168.136.2
86/21-15:39:14. 645413 :9999999:1] TEST - ICMP detected pipeline check [**] [Priority: ©] {ICMP} 192.168.136.145 —> 192.168.136.2
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Graph Alert Ds
Graph Alert Detection Time
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|
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.

si
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Portscan Trafiic (0%)

o TCP (1) UDP (0)
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o TCP (1) UDP (0)

Alert Group Maintenance | Cache & Status | User Preferences | Logout | Administration
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